What is claimed is: 



1 . A system for role-based control of a document processing device comprising: 
means adapted for acquiring user data representative of an identity of a user of a 

document processing device; 

means adapted to receive device access data representative of device access 
privileges associated with each of a plurality of users; 

comparison means adapted for comparing user data with the device access data; 

means adapted for generating permission matrix data as a result of a comparison 
of the comparison means, the permission matrix data including data representative of allowable 
usage of the document processing device by a user associated with the user data; and 

means adapted for communicating the permission matrix data to the document 
processing device to allow for control thereof. 

2. The system of claim 1 wherein the permission matrix data includes selected 
permissions associated with at least one of printing, copying, faxing and scanning. 

3. The system of claim 2 wherein the permission matrix data includes data allowing 
access to all available functions when the user data is representative of an administrative mode. 

4. The system of claim 1 wherein the means adapted for acquiring user data 
comprise: 

means adapted to prompt a user for user data representative of the identity of the 

user; and 

means adapted to receive user data representative of the identity of the user. 



5. The system of claim 1 wherein the user data representative of the identity of a 
user comprise at least one of user name and user password. 

6. The system of claim 1 further comprising: 

means adapted for transmitting acquired user data to an authentication server; 
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means adapted for transmitting device access data to the authentication server; 
wherein the authentication server compares the user data with the device access data to generate 
the permission data matrix. 

5 7. The system of claim 1 wherein the user data and the device access data are stored 

in an associated database. 

8. A method for role-based control of a document processing device comprising the 
steps of: 

10 acquiring user data representative of an identity of a user of a document 

processing device; 

receiving device access data representative of device access privileges associated 
with each of a plurality of users; 

comparing user data with the device access data; 
15 generating permission matrix data as a result of a comparison of the comparison 

means, the permission matrix data including data representative of allowable usage of the 
document processing device by a user associated with the user data; and 

communicating the permission matrix data to the document processing device to 
allow for control thereof. 

20 

9. The method of claim 8 wherein the permission matrix data includes selected 
permissions associated with at least one of printing, copying, faxing and scanning. 

10. The method of claim 9 wherein the permission matrix data includes data allowing 
25 access to all available functions when the user data is representative of an administrative mode. 

1 1 . The method of claim 8 wherein acquiring user data comprises the steps of: 
prompting a user for user data representative of the identity of the user; and 
receiving user data representative of the identity of the user. 
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12. The method of claim 8 wherein the user data representative of the identity of a 
user comprise at least one of user name and user password. 

13. The method of claim 8 further comprising: 

5 transmitting acquired user data to an authentication server; 

transmitting device access data to the authentication server; wherein the 
authentication server compares the user data with the device access data to generate the 
permission data matrix. 

10 14. The method of claim 8 wherein the user data and the device access data are stored 

in an associated database. 

15. A computer-readable medium for role-based control of a document processing 
device comprising: 

15 means adapted for acquiring user data representative of an identity of a user of a 

document processing device; 

means adapted to receive device access data representative of device access 
privileges associated with each of a plurality of users; 

comparison means adapted for comparing user data with the device access data; 
20 means adapted for generating permission matrix data as a result of a comparison 

of the comparison means, the permission matrix data including data representative of allowable 
usage of the document processing device by a user associated with the user data; and 

means adapted for communicating the permission matrix data to the document 
processing device to allow for control thereof. 

25 

16. The computer-readable medium of claim 15 wherein the permission matrix data 
includes selected permissions associated with at least one of printing, copying, faxing and 
scanning. 
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17. The computer-readable medium of claim 16 wherein the permission matrix data 
includes data allowing access to all available functions when the user data is representative of an 
administrative mode. 

5 18. The computer-readable medium of claim 15 wherein the means adapted for 

acquiring user data comprise: 

means adapted to prompt a user for user data representative of the identity of the 

user; and 

means adapted to receive user data representative of the identity of the user. 

10 

19. The computer-readable medium of claim 15 wherein the user data representative 
of the identity of a user comprise at least one of user name and user password. 

20. The computer-readable medium of claim 15 further comprising: 

15 means adapted for transmitting acquired user data to an authentication server; 

means adapted for transmitting device access data to the authentication server; 
wherein the authentication server compares the user data with the device access data to generate 
the permission data matrix. 

20 21. The computer-readable medium of claim 1 5 wherein the user data and the device 

access data are stored in an associated database. 

22. A computer-implemented method for role-based control of a document processing 
device comprising the steps of: 
25 acquiring user data representative of an identity of a user of a document 

processing device; 

receiving device access data representative of device access privileges associated 
with each of a plurality of users; 

comparing user data with the device access data; 
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generating permission matrix data as a result of a comparison of the comparison 
means, the permission matrix data including data representative of allowable usage of the 
document processing device by a user associated with the user data; and 

communicating the permission matrix data to the document processing device to 
allow for control thereof. 

23. The computer-implemented method of claim 22 wherein the permission matrix 
data includes selected permissions associated with at least one of printing, copying, faxing and 
scanning. 

24. The computer-implemented method of claim 23 wherein the permission matrix 
data includes data allowing access to all available functions when the user data is representative 
of an administrative mode. 

25. The computer-implemented method of claim 22 wherein acquiring user data 
comprises the steps of: 

prompting a user for user data representative of the identity of the user; and 
receiving user data representative of the identity of the user. 

26. The computer-implemented method of claim 22 wherein the user data 
representative of the identity of a user comprise at least one of user name and user password. 

27. The computer-implemented method of claim 22 further comprising: 
transmitting acquired user data to an authentication server; 
transmitting device access data to the authentication server; wherein the 

authentication server compares the user data with the device access data to generate the 
permission data matrix. 

28. The computer-implemented method of claim 22 wherein the user data and the 
device access data are stored in an associated database. 
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